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Abstract

The study aimed to identify the organizational requirements for cybersecurity
management in the Ministry of Education from the perspective of information technology
supervisors in the ministry and education departments in the Kingdom of Saudi Arabia, and
whether there are statistically significant differences depending on (current work, experience
in current work, and the number of courses in the field of cybersecurity). The study was
applied to a sample of the study community consisting of information technology supervisors
in the ministry and education departments in the Kingdom, totaling (88) supervisors, and the
study used the descriptive survey method, and the questionnaire as a tool for it. The study
found that there was a high level of agreement between the study sample on the axis of the
administrative requirements for cybersecurity management in the Ministry of Education, with
an average of (3.50), and the highest average was for the paragraph "Providing an approved
guide to cybersecurity policies and procedures." There was also a high level of agreement
between the study sample on the axis of the technical requirements for cybersecurity
management in the Ministry of Education, with an average of (4.16), and the highest average
was for the paragraph "Providing continuous preventive programs to protect devices." It was
also found that there were statistically significant differences depending on the current work,
the experience in the current work, and the number of courses in the field of cybersecurity.
The study recommended that the administrative and technical development of the technical
infrastructure within the ministry and in the educational field be carried out, and that the
security policies and procedures be updated in conjunction with the training and qualification
of human resources technically.

Keywords: Organizational requirements, cybersecurity management.
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